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not been paid within sixty calendar
days after the assessment has been
issued, the DOE shall institute an ac-
tion in the appropriate District Court
of the United States for an order af-
firming the assessment of the civil pen-
alty.

§824.15 Collection of civil penalties.

If any person fails to pay an assess-
ment of a civil penalty after it has be-
come a final order or after the appro-
priate District Court has entered final
judgment for DOE under §824.14, DOE
shall institute an action to recover the
amount of such penalty in an appro-
priate District Court of the United
States.

§824.16 Direction to NNSA contrac-
tors.

(a) Notwithstanding any other provi-
sion of this part, the NNSA Adminis-
trator, rather than the Director, signs,
issues, serves, or takes the following
actions that direct NNSA contractors
or subcontractors.

(1) Subpoenas;

(2) Orders to compel attendance;

(3) Disclosures of information or doc-
uments obtained during an investiga-
tion or inspection;

(4) Preliminary notices of violation;
and

(5) Final notices of violations.

(b) The Administrator shall act after
consideration of the Director’s rec-
ommendation. If the Administrator
disagrees with the Director’s rec-
ommendation, and the disagreement
cannot be resolved by the two officials,
the Director may refer the matter to
the Deputy Secretary for resolution.

APPENDIX A TO PART 824—GENERAL
STATEMENT OF ENFORCEMENT POLICY

I. INTRODUCTION

a. This policy statement sets forth the gen-
eral framework through which DOE will seek
to ensure compliance with its classified in-
formation security regulations and rules and
classified information security-related com-
pliance orders (hereafter collectively re-
ferred to as classified information security
requirements).

The policy set forth herein is applicable to
violations of classified information security
requirements by DOE contractors and their
subcontractors (hereafter collectively re-
ferred to as DOE contractors). This policy
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statement is not a regulation and is intended
only to provide general guidance to those
persons subject to the classified information
security requirements. It is not intended to
establish a formulaic approach to the initi-
ation and resolution of situations involving
noncompliance with these requirements.
Rather, DOE intends to consider the par-
ticular facts of each noncompliance situa-
tion in determining whether enforcement
penalties are appropriate and, if so, the ap-
propriate magnitude of those penalties. DOE
reserves the option to deviate from this pol-
icy statement when appropriate in the cir-
cumstances of particular cases.

b. Both the Department of Energy Organi-
zation Act, 42 U.S.C. 7101, and the Atomic
Energy Act of 1954 (the Act), 42 U.S.C. 2011,
require DOE to protect and provide for the
common defense and security of the United
States in conducting its nuclear activities,
and grant DOE broad authority to achieve
this goal.

c. The DOE goal in the compliance arena is
to enhance and protect the common defense
and security at DOE facilities by fostering a
culture among both DOE line organizations
and contractors that actively seeks to attain
and sustain compliance with classified infor-
mation security requirements. The enforce-
ment program and policy have been devel-
oped with the express purpose of achieving a
culture of active commitment to security
and voluntary compliance. DOE will estab-
lish effective administrative processes and
incentives for contractors to identify and re-
port noncompliances promptly and openly
and to initiate comprehensive corrective ac-
tions to resolve both the noncompliances
themselves and the program or process defi-
ciencies that led to noncompliance.

d. In the development of the DOE enforce-
ment policy, DOE believes that the reason-
able exercise of its enforcement authority
can help to reduce the likelihood of serious
security incidents. This can be accomplished
by providing greater emphasis on a culture
of security awareness in existing DOE oper-
ations and strong incentives for contractors
to identify and correct noncompliance condi-
tions and processes in order to protect classi-
fied information of vital significance to this
nation. DOE wants to facilitate, encourage,
and support contractor initiatives for the
prompt identification and correction of prob-
lems. These initiatives and activities will be
duly considered in exercising enforcement
discretion.

e. Section 234B of the Act provides DOE
with the authority to impose civil penalties
and also with the authority to compromise,
modify, or remit civil penalties with or with-
out conditions. In implementing section
234B, DOE will carefully consider the facts of
each case of noncompliance and will exercise
appropriate judgment in taking any enforce-
ment action. Part of the function of a sound
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